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Irltroductiorl 
I a m  currently dc\fcloping a ncw wcbsitc, and learning about the COPPA Rulc for 

tlic first t in~c .  It is exciting that thc FTC is coincidentally sccking public comment at tlic 
liciglit of my awarcncss of the issues involved. T will gladly share both the benefits and 
obstacles 1 cxpcricnccd wliilc i~nplcmcnting The Kulc. 

Summary 
Thc COPPA Rulc is creating a valuablc iniprovcmcnt to the Internet experience. 

It is spreading awareness of privacy issucs for pcoplc of all agcbs. At the came time, it is 
forcing technology experts to consider tlic cft'ccts of information collcction from children 
and to I-cspond crcati\fcly and responsibly to the challc~lgcs this crcatcs. 

Tlic C'OPPA Rulc is a m b i g ~ ~ o u s  on several points. In  order for this law to remain 
bcncficial, it must be updated with inorc spccitic rczulations and cxccptions. Thc 
Intcrnct increasingly empowers acw-age citizcns to create wcbsitcs and onlinc services 
that collect personal information. I t  is thercforc ncccssary to makc thc C'OPPA Rulc 
easily understood by tlic a~~cl -agc  citizen. 

General Practices 
In the dcvclopmcnt and maintcnancc of a \\.ell-dcsigncd \\rcbsitc, i t  is absolutcly 

ncccssary to collcct information abo~tt  thc wcbsitc's visitors. There arc two main reasons 
for this: Security rcquircmcnts, and technological rcquircmcnts. 

It is absolutcly ncccssary for a ~\lcbsitc operator to iniplcnicnt proactive sccurity 
tncasurcs. For the purpose of my conimcnts, T would like the audicncc to know that any 
given n-cbsitc is constantly at risk of attacks consisting of nicthods such as brute force 
password cracking, ctcnial of scrvicc nct~vorking flooding, server-side and client-side 
script injection, session I~i~jacking, spam, multiple account registration, inlinc liotlinking, 
cllat bots, phichillg. and intellect~tal property theft. 

I t  is absolutcly ncccsstry for a n,cbsitc to collcct a user agent's IP address simply 
to be a functional scrcrcr on the Intcrnct. I t  is also ncccssary to maintain session state 



A\ ai labil i t~ 
The ability of childrcn to acccss informatton of thcir choosing 1s prlniarily sub-jcct 

to parental control. lIo\vcvcr, I was disappo~ntcd the C'OPPA Rule d ~ d  not makc a 
stronger statcmcnt against using it as a dcfcnsc for age discrimlnat~o~i. Wcbsitcs should 
be I-cquircd to make thcir content available to childrcn itnlcss it is inapl~ropriatc for 
privacy or age rating reasons. As it stands, the C'OPPA Rulc is too intimidating for somc 
wcbsitc operators to implement properly. I u i l l  make specilic ~~iiplcmcnti~t ion 
recommendations below. 

The availability of wcbsitcs directed to cliildrcn is ccli~ally important. I fccl that 
the COPPA Rule docs not intend to limit acccss to any \ i dx i t c ,  but that i t  hill do so 
increasingly in the fi~turc if it is not made t-norc spccitic and casicr to read and implc~ncnt. 

1 also fccl dist111-bed by tlic apparent ban on a child's 131-otcction under tlic First 
Atncndmcnt ol'thc L1.S. Constitution created by ttic COPPA Rulc. (scc my discussion of 
(b) (2) (A)  bc lo~ i  .) That n child should be allowed to speak, cxccpt on tlic Intcrnct, sccms 
extreme or unintentional. I cannot envision an Intcrnct whcrc childrcn arc passive 
participatitc. 

Later in this co~iimcnt I will also ask the FTC to seriously consider the use ol' 
onlitic contact itifol-mation maintained in a non-rctricvablc format, and how such 
inlbrmation coi~ld be itscd to provide somc of the other wcbsitc fi~nctionality that is 
prohibited by tlic C'OPPA Rulc. I kc1 this afl'ccts availability directly. 

Ambiguity arid Inconsistency 
Scc. 1302. DEFINITIONS (8) PERSONAL INFORMATION 

This dctinition fails to spcciSy wliat inthrmation is not personal ~ i i lbr~nat io~i .  
Further, i t  docs not positively or ncgativcly nicntion many pieces of inlbrmatioli that arc 
commonly collcctcd by wcbsitcs. Thcsc nccd to be addressed: a n  IP Address, an instant 
messaging identifier, a uniquc identifier assigned by tlic user agent itself ( s i~ch  as a nicdia 
strcaming client application's GUID), a u~crnrimc, a pass\vord. a date of birth, a physical 
description, and a photograph. Any and all ol'tlicsc could be stored in a rctricvablc 
format by the wcbsitc operator and used to locate or co~it;ict a child. The Fact that somc 
of these may or may not also fall under Definition 13 is both confusing and misleading. 

Scc. 1303. REGULATION.. . (b)( 1 ) (A)  
Recausc this paragrap11 makes no I-cli-tmcc to Definition I3 or the phrase, 

"Online Contact Infhrmation," i t  is fail- to assume that wcbsitc operators arc in no \vay 
rcquircd to probide notice on the ~vcbsitc or to parents it'thc Lvcbsitc collects online 



TIic meaning of'tliis pal-agraph bcconlcs uni~itclligiblc al'tcl- I-cadiny the c~ccpt ions  
01' Rcgulation (b) (3) .  For cxaniplc, if a \\.obsi tc docs not maintain collcctcd pel-sonal 
infol-mation i n  a rctric\lablc form, then docs this paragraph apply? If not, i t  is terribly 
unclear. But if so, then this pararrl-apli places an unl-casonablc burdcn on the n.cbsitc 

. . 
operators who most d~ l~gcn t ly  implcmcnt the COPPA Rule. How could a n,cbsitc 
opcrator incapablc of identifying a child be cxpcctcd to comply with a paront's rcfi~sal to 
permit collections of that child's personal info~-n~ation'l The problem lies not nit11 thc 
"use or maintcnancc in rctricvablc form", but with the "future onlinc collection..' This 
would seem to be a paradox. 

The burdcn crcatcd by this paragraph is cxaccl-bated by the possibility that a 
parent may I~avc the I-iglit under Rcgulation (b)(l)(B)(i i i )  to inspect information that u a s  
collcctcd under an exception of Rcgulation (b)(2) not requiring parental consent. In that 
case, the websitc opcrator has no reasonable nicans of identifying the child's parcnts. 
This is cspccially true when tlic child's collcctcd  info^-mation is maintained in  a 
sufticicntly anonymous form. Bow could a wcbsitc opcrator bc cxpcctcd to disclose 
information collcctcd about a child. ~vhcn that information is not personally idcntihblc,  
and 110 information was collcctcd about the child's parents, and no authenticating 
infixmation was delivered to the parents, cvcn thou.qh information subject to such a 
disclosurc is being n~aintaincd? 

Scc. 1303. REGULATION.. . (b)(2)(A)  
It is cxtrcincly important h r  the COPPA Rule to cbtablish guidelines regarding 

wcbsitc user registration. My best interpretation of this paragraph is that wcbsitcs arc 
allou.cd to collcct a child's c-mail addrcss to create a ~ ~ s c r  account, so long as that c-mail 
nddrcss is not available to anyone tlicrcaftcr. I Iowcvcr, this paragraph becomes miiddlccl 
after reading thc exceptions of Rcg~~lation (b)(2)(E).  I \L i l l  expand on this bclo~i. and in 
my implcmcntation rcconi~ncnd a t '  lons. 

The definition of"rctricvablc fonn" IS missing. This is cxtrcmcly important in 
determining the applicability of this paragraph. Online contact inibrmation that is not 
maintained in a rctricvnblc form can latcr bc used by a \vcbsitc opcrator to personally 
identify a child and other information that is retricvablc. Hccausc this point is missed by 
Tlic Rule, it is impossible to know hou it applies in that situation. I will discuss this 
filrthcr b c l o ~ . ,  but part of the original intention of this paragraph rcn~ains unclear. 

The definition of"rccontact" is missing. This is cxtrcmcly important in 
dctcrmining tho applicability of this paragraph. Unhrtunatcly, i t  would be rcasonablc to 
interpret this as a ban on p ~ ~ b l i c  speech by children under 13. Considor any  public fh~-um 
or comment section on a ncns  \\cbsitc. Users arc usually askcti to establish a usel-name 
\\ i t l i  their c-maiI address. date of birth. and otlicr information bcfbrc carrying on 
convcrsations. Obviously, e\cn 11'tlic pcrsonal information and onlinc contact 



111 a sense. \he \\.cbsitc itscl~.is c r c a t i ~ i ~  lie\\ o~ilinc contact it i~i)r~iiatio~i. Tlic cl11ld 
\\.oulcl not ha\ c the r i ~ l i t  to speak in tliis p~11~Iic li)n1111 bcc;~~lsc the opc~~;itor is ~ q ~ r i ~ ~ c c f  to 
not maintain online contact information in rctric\.ablc form. or to scck conscnt of the 
child's parent. For tlic sake o f the  a\.c~-agc p ~ ~ b l i c  1i1rum or nc\\,s comment section, it is 
reasonable to assume tlic \\;cbsitc operator \ \ . i l l  not seek thc conscnt o f a  pal-cnt. 

Scc. 1303. REGULATION.. . (b)(2)(E) 
I tvas so confilscd after reading the exceptions in tliis paray-aph that I had to call 

the help line provided for COPPA Rulc questions. 

My best intcrprctation of tliis paragraph is that \+~obsitcs arc allowed to maintain a 
child's c-mail address for the sake of protecting the sccurlty and integrity of the wcbsitc. 
This dangerously contradicts what I was told by an FTC rcprcscntativc on the tclcphonc. 
In tliat conversation, I was informed that the socirrity and integrity cxccptions of this 
paragraph can only bc applied in situations whcrc there is a known and active security 
problem, and that i t  docs not apply to any potential security risk whatsocvcr. I was 
cliockccl. "Pardon me?" I said. Maybe we should forego passwords and server logs 
altogctlicr, because these arc ilsccl only as proactive mcasurcs against potentla1 sccurity 
ricks. In fact, by this FTC intcrprctation, Regulation ( b x ) ( E )  is In dirc&cont~-diction 
with Rcqulation (b)(I  )(Dl,  which rccluircs the operator to establish rcasonablc 
protections. 

As 1 po~titcd out earlier, proacti\ c sccurity mcasurcs arc absolirtcly necessary and 
arc often being implemented by average c i t i~cns .  Any dilution of accepted security 
mcasurcs woilld be detrimental to the safctc ofchildrcn on the Internot. I strongly 
cncouragc the FTC to strike this entire paragraph, rc\vritc it, and includc at least 20 
5pccific cxamplcs of situations where the situation would or u,oi~ld not apply to the 
\\ccbsitc. 

ImpIenientation 
For me. tlic most confusing aspect ol'thc COPPA Rule is the implcmcntation of 

information collection proccdurcs. Tlic policy on ilsc of information is clcar. Tlic policy 
on maintcnancc of information is clcar. Rut, the lcgality of collccting a child's c-mail 
address for one-time registration purposes is not clcar. Tlic lcgality of collecting 
information not cicfincd as personal information is not clcar. The legality of collcctitig 
content from a cli~ld in such a manner tliat it cl-catcs new onlinc contact information or 
tlic opportunity to "recontact" the child thro~tgh the \\,cbsitc itself is not clcal-. Tlic 
lcgality of collccting onlinc contact informatton that is not maintained in rctric\ablc form 
is not clcar. I ail1 rccommcnd rcmcdicc to each ol'tlicsc issues in order. 

The FTC should spcciry that rcgistratlon o r a  user account is a n  acccptablc use of 
onlinc contact inlbrniation under the cxccption of Regulation (b ) ( ? ) (A) .  LVcbsitc 
opcraturs \ \ho \\is11 to a\oid the liability of chi1cl1-en announcing tlicll. age in a public 



The FTC should spccil'y exactly u,hich inlhrmat~on is inclitdcd in the definitions 
of the (cul-rcntly disparate) kcy phrases "personal information" and "onlinc contact 
inlormation." Thc FTC should specify that a ~ccbsitc O ~ C I - ~ ~ O I -  may not collect and 
niaintain in  a rctrietablc burn the onlinc contact infomiation o f a  child. Wcbsitc 
operators should continue to collcct uscrs' 1P addresses, session state information, 
usernames, passwords, and all other information that may be used to contact a child, but 
is necessary to proactively protect the security and integrity of the wcbsitc, its uscrs, and 
the personal information i t  maintains. 

The F'PC should specify wlicthcr or not i t  is allo\\ablc under the COPPA Rulc to 
maintain information in a non-retrievable form. This would be in contrast to not 
maintaining inforniation in a rctricvable form. As 1 discussed earlier. this is a v c ~ y  
important distinction. Wcbsitc opcrators should ilsc tcclinologics such as a one-way 
c~icryption hash (such as MD5 or SHA) to maintain ~nformation such as children's c-mail 
addresses in a non-rctricvablc Ibrm. This allo\\ s the wcbsitc opcrator to prcvcm children 
from registering multiple accounts \ ~ h i l c  making i t  impossible 101- thc opcl-at01 to initiate 
contact with the child. 

Tlic COPPA Rulc iniplicitly pi-cvctits a wcbsitc opcrator from any "I-ccontact" 
with a child. This means children will not bc allowed to use fcati~rcs such as ncwslcttcrs 
or password rccovcry. However, if a child specifically rcqucsts password rccovcry and 
provides the e-mail address fbr contact, i t  would possible to verify the hash of that c-mail 
xkircss against the hash being maintained by the wcbsitc. This [vould provide beneficial 
fimctionality without directly exposing the cliild's 0111 inc contact information. Tlic FTC' 
should scriously consider allowing such automated "recontact" ilndcr the COPPA Rule, 
so tong as it is explicitly rcqucstcd by the child each time. 

Intcrcstingly, several questions comc to mind on either side of this debate. Docs 
this mean that the child's account is personally idcntifiablc'? Absolutcly. Yes. I Ion cvcr, 
this could only be accomplishccl upon examination of the original c-mail address, which 
\vould have to bc provided by the user or by a child's parent. Under n o  other 
circun~stancc \+*auld the wcbsitc operator be able to idcntilji the child's accoi~~i t  using a 
hash of thc c-mail address. 

'Thcreforc, thc FTC should seriously consider u8hcthcr Regulation (b)(  1 ) (B)  is 
applicable in a situation \\ 1ic1-c the \\cbsitc operator I S  unable to idcntif\/ the information 
maintained for an i n d i ~  idual child's account unlcss tlic pal-cnt identities the child to the 
operator. This applies not only to thc i ~ s c  of c-~iiail addrcsscs but also to uscrnamcs. A 
parent \\ 110 n,ishcs to cucrcisc their right to cxaminc thc inhrmation collcctcd about 



Tlic FTC' should also scl-iouslv co11sidc.1- protecting 111fo1- nation collected unde~- an 
csccl3tio1l of Rcci~lation - (b ) (3 )  that docs not ~ q u i ~ - c  anything be sent to or rccci\.ed fi.0111 

tlic cliild's parents. b i~t  could still be sul?jcct to Rcgi~lation (b) (  1 ) (B)( i i i )  I-cqi~iring tlic 
\\,cbsitc operator to p~-o\~idc  to a parent means to obtain that infi)ml;~tion. At I c ~ I s ~ ,  the 
FTC' should specify that this is not "I-casonablc undc.1- the circi~~iista~iccs." 

On tlic other hand, maintcnancc of information in  non-I-ctric\ablc tixm docs 
create opportunity fill- abuse of the FTC's policy of110 "recontact". Wcbsitc opcr-ators 
will have to bc diligent to abidc by the FTC's rule to allow or disallow automated 
password recobcry by children. 

Wcbsitc operators should use ncw popular technologics in place o f a  niorc 
traditional c-mail ncwslcttcr system. An RSS news feed would allow a child to register 
an  accoi~nt on another wcbsitc and use that other M cbsitc's scrviccs to anonymously 
consolidate Favorite news hcds  into one location or h o ~ n c  page. In this uny, children 
could receive updates about a n.cbsitc without being contacted by the nrcbsitc operator. I 
highly recommend that wcbsitc operators do this, and I highly rcconimc~~d that the FTC 
make this recommendation part of tlic C'OPPA Rulc 01- its rclatcd p r i ~ a c y  inIhr~nation 
wcbsitcs. 

Conclr~sion 
While the COPPA Rule is beneficial to tlic legal advisors ofniaJor wcbsitc 

operators, it is confusing and contradictory in the eyes of the average citizen who is more 
and nmrc likely to have their oivn wcbsitc complete with user-contributed info~mation. 

Consider a wcbsitc that has a \ ; I I - I c \ ~ >  of content including forums, games, and 
static resources. In order to maintain a well-moderated and sccurc forum scction, the 
wcbsitc operatot- dcc~dcs  to install a h r i ~ r n  software package that automatically collects 
user namcs, passwords, c-mail addrcsscs, IP addrcsscs, usage histories, session state 
cookies, and birthdatcs. The ucbsitc operator knows that the forum scction docs not 
work sccurcly (if at all) without amassing this information, but in I-catling the COP1',4 
Rulc tinds very little guida~icc. May c-mail addrcsscs be maintained in a [ion-rctricvablc 
form'? Is the forum co11sidc1.cd a means to "I-ccontact" uscrs under the age of 1 3 ?  Is thcrc 
any guidancc about IP addrcsscs and birthdatcs'l 

The C'OPPA Rule nccds a ~nodcratc an~ount  of r ~ \ ~ i s i o ~ i  and clarilication to 
ansurer tlicsc qucstions. 

Robert Cliapin 
President 


